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Cybersecurityisbecomingthecornerstoneofnationalsecuritypoliciesinmanycountriesaroundthe
worldasitisaninteresttomanystakeholders,includingutilities,regulators,energymarkets,government
entities,andeventhosethatwishtoexploitthecyberinfrastructure.Cyberwarfareisquicklybecoming
themethodofwarfare and the tool ofmilitary strategists.Additionally, it is hasbecomea tool for
governmentstoaidorexploitfortheirownpersonalbenefits.Forcyberterrorists therehasbeenan
overwhelminglyabundanceofnewtoolsandtechnologiesavailablethathaveallowedcriminalactsto
occurvirtuallyanywhereintheworld.Thischapterdiscussesemerginglaws,policies,processes,and
toolsthatarechangingthelandscapeofcybersecurity.Thischapterprovidesanoverviewoftheresearch
tofollowwhichwillprovideanindepthreviewofmobilesecurity,mobilenetworks,insiderthreats,and
variousspecialtopicsincybersecurity.
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Mobiledevicesarebecomingamethodtoprovideanefficientandconvenientwaytoaccess,findand
shareinformation;however,theavailabilityofthisinformationhascausedanincreaseincyberattacks.
Currently,cyberthreatsrangefromTrojansandvirusestobotnetsandtoolkits.Presently,96%ofmobile
devicesdonothavepre-installedsecuritysoftwarewhileapproximately65%ofthevulnerabilitiesare
foundwithintheapplicationlayer.Thislackinsecurityandpolicydrivensystemsisanopportunityfor
maliciouscyberattackerstohackintothevariouspopulardevices.Traditionalsecuritysoftwarefoundin
desktopcomputingplatforms,suchasfirewalls,antivirus,andencryption,iswidelyusedbythegeneral
publicinmobiledevices.Moreover,mobiledevicesareevenmorevulnerablethanpersonaldesktop
computersbecausemorepeopleareusingmobiledevicestodopersonaltasks.Thisreviewattemptsto
displaytheimportanceofdevelopinganationalsecuritypolicycreatedformobiledevicesinorderto
protectsensitiveandconfidentialdata.





Chapter 3
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ThischaptercontainsbasicintroductionintosecuritymodelsofmodernoperatingsystemlikeAndroid,
iOSorWindowsPhone.Therearedescribedthemethodsofattackstothemobiledevices.Suchattacks
consist of application based threats and vulnerabilities, network based attacks and internet browser
vulnerabilities.Thefollowingsectioncontainsdescriptionofdefensivestrategiesandstepsforsecuring
thedevice.Thereisalsosectionaboutsecuringmobiledeviceforenterpriseenvironment.Attheendof
thischapterarediscussedrecommendationsforsecuritypracticesformobiledevices.
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Phishingistheuseofelectronicmedia,likeemailsandmobiletextmessages,tofraudulentlyelicitprivate
informationorobtainmoneyunderfalsepretence.Thoughthereisconsiderableinterestinphishingas
asecurityproblem,thereislittlepreviousresearchfromthehumanfactorsperspectiveandinparticular
verylittleempiricalsupportforwhatmakesmobilephishingeffectiveorsuccessfulandthereforehow
besttodefendpeoplefromit.Thischapterdescribessomeoftheresearchconductedfromthefieldof
traditionalphishingthatalreadyembracestheeffectofhumanfactorsonphishingvulnerability.The
limitedamountofresearchexploitingmobilephishingisdiscussed;includingareviewofourprevious
workinvolvingevaluatingmobileusers’strategiesformanagingmobilephishingattacks.Byreflectingon
howthesesubjectsinvestigatethethreatofphishing,thischapteraimstoshowthatempiricalresearchon
mobilephishingisscarceandfallingbehindintermsofidentifyingunderlyingpsychologicalprocesses
andinspirefutureresearchinthisarea.
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TechniquestoProvideSecurityinWirelessAdHocNetworks............................................................ 66
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Thepurposeofthischapteristoinvestigateandexposemethodsandtechniquesdevelopedtoprovide
securityinwirelessadhocnetworks.Researchershaveproposedvarietyofsolutionsforsecurityproblems
ofWirelessMobileAd-HocNetworks(MANET)againstDistributedDenialofService(DDoS)attacks.
DuetothewirelessnatureofthechannelsandspecificcharacteristicsofMANETs,theattackscannotbe
defeatedthroughconventionalsecuritymechanisms.Anadversarycaneasilyoverrideitsmediumaccess
controlprotocol(MAC)andcontinuallytransferpackagesonthenetworkchannelandtheaccesspoint
node(s)cannotassignauthorizationaccesstosharedmedium.Theseattackscauseasignificantdecrease
onoverallnetworkthroughput,packettransmissionratesanddelayintheMAClayersinceothernodes
back-offfromthecommunication.Inthischaptertheproposedmethodsareappliedforpreventingand
mitigatingdifferentwirelessadhocnetworkattacksareinvestigatedandeffectivenessandefficiencyof
thesemechanismsareexposed.
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Brian Leonard, Alabama A&M University, USA
Maurice Dawson, University of Missouri – St. Louis, USA

PrivacyandsecurityaretwoitemsbeingwovenintothefabricofAmericanlawconcerningmobile
devices.Thischapterwillreviewandanalyzetheassociatedlawsandpoliciesthatarecurrentlyinplace
orhavebeenproposedtoensureproperexecutionofsecuritymeasuresformobileandotherdevices
whilestillprotectingindividualprivacy.ThischapterwilladdressthefactthatastheAmericansociety
significantlyusesmobiledevices, it is imperative tounderstand the legalactions surrounding these
technologiestoincludetheirassociateduses.Thischapterwillalsoaddressthefactthatwith9/11inthe
notsodistantpast,cybersecurityhasbecomeaforefrontsubjectinthebattleagainstglobalterrorism.
Furthermore,thischapterwillexaminehowmobiledevicesarenotlikethedevicesofthepastasthe
computingpowerisonparwiththatofsomedesktopsandthefactthatthesedeviceshavetheabilityto
executemaliciousapplications.Inaddition,thischapterwilldiscussthereality,significance,legaland
practicalaffectsofthefactthatsuspiciousprogramsarebeingexecutedoffensivelyandsecuritybased
attackscanbeperformedaswellwiththeuseofprogramssuchasKaliLinuxrunningonAndroid.
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SmartphoneMalwarecontinuestobeaseriousthreatintoday’sworld.Recentresearchstudiesinvestigate
theimpactsofnewmalwarevariant.Historicallytraditionalanti-malwareanalysesrelyonthesignaturesof
predefinedmalwaresamples.However,thistechniqueisnotresistantagainsttheobfuscationtechniques(e.g.
polymorphicandmetamorphic).WhilethepermissionsystemproposedbyGoogle,requiressmartphone
userstopayattentiontothepermissiondescriptionduringtheinstallationtime.Nevertheless,normal
userscannotcomprehendthesemanticsofAndroidpermissions.Thischaptersurveysvariousapproaches
usedinSmartphonemalwaredetectionandInvestigatesweaknessesofexistingcountermeasuressuch
assignature-basedandanomaly-baseddetection.
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InacollaborativeenvironmentsuchasMANET,nodesreliabilityevaluationisvital.TrustManagement
canbeused to ensure suchhealthy collaboration it offers a formal andunified framework for trust
specificationandinterpretation.Establishingtrustworthyrelationshipsisgenerallydonebymaintaining
areputationforeachnodecomputedbasedondirectobservationsorneighbors’observationsexchanged
usingrecommendations.Unfortunately,formaliciousreason,suchmethodmaybefakedbycheaters:
severalnodescolludeinordertorateeachotherwiththemaximumvalueanddecreaseothernodes’
reputationsbygivingnegative recommendations.Themaincontributionof thischapter is then, the
propositionofatrustbasedenvironmentforMANETandsecuringitagainstcollusionattackinorder
toenhancethenetworkQoS.Thisisachievedusingthreesteps:(1)thedefinitionofaformaltrustbased
environment(2)theadditionofaprocesshandlingcollusionattackand(3)theextensionofthewhole
propositionbyadelegationprocessallowingnodesfunctionalitiessharing.
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Malicious insiders are posing unique security challenges to organizations due to their knowledge,
capabilities,andauthorizedaccesstoinformationsystems.DatatheftandITsabotagearetwoofthe
mostrecurringthemesamongcrimescommittedbymaliciousinsiders.Thispaperaimstoinvestigate
the scale and scope of malicious insider risks and explore the impact of such threats on business
operations.Organizationsneedtoimplementamultilayereddefensiveapproachestocombatinsider
risks;safeguardingsensitivebusinessinformationfrommaliciousinsidersrequirefirstly,aneffective
securitypolicythatcommunicatesconsequencesofstealingorleakingconfidentialinformationinan
unauthorizedmanner.Secondly,loggingandmonitoringemployeeactivityisessentialindetectingand
controlling systemvulnerabilities tomalicious insiders.Thirdly, conductingperiodic andconsistent
insidervulnerabilityassessmentsiscriticaltoidentifyinganygapsinsecuritycontrolsandpreventing
insidersfromexploitingthem.Andlastly,butcertainlynotleast,takingextracautionwithprivileged
usersisimportanttoproactivelyprotectinginformationinfrastructurefrominsiderrisks.
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AuthorshipAnalysisistheprocessofexaminingdocumentstodeterminethestylisticdetailsunderlying
thedocumentandhenceinferringaboutthecharacteristicsoftheauthorofdocumentinordertoattribute
theauthorshiptoaparticularauthorortoconfirmtheauthenticityofaclaimedauthorship.Thepopularity
ofonlinecommunicationshaspavedwaytothepromotionofnumerousfraudulentacts.Theseillegal
activitiescanbecurbedtoanextentbyidentifyingthesourceofthepostings,whichismadepossible
by finding the real authors of online documents.Applicability of authorship analysis in the field of
forensiclinguisticsalsogathersgreatimportancetoday.Theautomationof,processaimedatanalyzing
theauthorshipofforensicdocuments,easesthelinguistsofthehighmanualeffortspentinanalyzing
documentsandisalsoadvantageousintermsofitsaccuracy.Herewediscussabouttheexistingmethods
thathavebeenusedsofartodealwithautomationofauthorshipanalysisandthechallengesfacedbythem.

Chapter 11
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Sincetimeimmemorial,thelegalsystemsofGreatBritainhaveoftenbeenspokenofhighlyaspinnacles
ofdemocracy.However,thesplitbetweencriminallawandtortlawhaveoftencausedproblemswhere
thepolicehasoftenfocusedontheprosecutionofpeopleinpovertyandwhereonlythewealthycan
affordtousethesystem.Thischapterdiscussestheextentandlimitationsofexistingmeasurestotackle
computer-relatedcrime,particularlywithregardstotheabusivekindofInternetTrolling,namely“flame
trolling.”Thechapterrecommendsfurtherresearchtoestablishwhetheritshouldbethecasethatina
societybasedondualismthatcriminalandcivilcasesshouldbeheldatthesametime,andthatinboth





instancesthosebeingaccusedofanoffenceortortshouldbeallowedtobringacounter-claim.Itis
discussedthatinsuchasystemthecasesthatwouldbebroughtarewherethereisaclearvictimwhohad
nopartintheoffenceagainstthem,suchasmurder,rape,theftandburglary,whichareusuallycarefully
plannedandorchestratedacts.

Chapter 12
NativeLanguageIdentification(NLID)forForensicAuthorshipAnalysisofWeblogs.................... 213
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ThischapterintroducesNativeLanguageIdentification(NLID)andconsidersthecaseworkapplications
with regard to authorshipanalysisofonlinematerial. It presentsfindings from research identifying
whichlinguisticfeatureswerethebestindicatorsofnative(L1)PersianspeakersblogginginEnglish,
andanalyseshowthesefeaturescopeatdistinguishingbetweennativeinfluencesfromlanguagesthat
arelinguisticallyandculturallyrelated.ThefirstchaptersectionoutlinestheareaofNativeLanguage
Identification,anddemonstratesitspotentialforapplicationthroughadiscussionofrelevantcasehistory.
ThenextsectiondiscussesadevelopmentofmethodologyforidentifyinginfluencefromL1Persianinan
anonymousblogauthor,andpresentsfindings.Thethirdpartdiscussestheapplicationofthesefeatures
tocaseworksituationsaswellashowthefeaturesidentifiedcanformaneasilyapplicablemodeland
demonstratestheapplicationofthistocasework.Theresearchpresentedinthischaptercanbeconsidered
acasestudyforthewiderpotentialapplicationofNLID.

Chapter 13
TheCriticalNeedforEmpoweringLeadershipApproachesinManagingHealthCareInformation
SecurityMillennialEmployeesinHealthCareBusinessandCommunityOrganizations................. 235

Darrell Norman Burrell, Florida Institute of Technology, USA
Darryl Williams, Walden University, USA
Taara Bhat, George Mason University, USA
Clishia Taylor, National Graduate School of Quality Management, USA

AccordingtothePonemon(2012)ThirdAnnualBenchmarkStudyonPatientPrivacy&DataSecurity,
94percentofhealthcareorganizationssurveyedsufferedatleastonedatabreach;45percentexperienced
morethanfiveinthepasttwoyears.DatabreachescosttheU.S.healthcareindustryanaverageof$7
billionannually(Ponemon,2012).Electronichealthrecordsarebecomingmorepervasiveathospitals
andclinics in theUnitedStates.Meanwhile,healthcareorganizationsare taking small steps toward
meaningfulexchangeandsecuredatasecurityofpatientinformation.Thishascreatedaneedfornew
expertiseinhealthdatasecurityfromanewlydegreedandyoungininformationsecurityprofessionals
fromthe“MillennialGeneration”.Thischapterexplorestheattraction,recruitment,andretentionof
younger-generationprofessionalswithcriticalandemerginghealthinformationsecurityskills.





Chapter 14
LearningManagementSystems:UnderstandandSecureYourEducationalTechnology.................. 253

Sharon L. Burton, American Meridian University, USA
Rondalynne McClintock, Claremont Graduate University, USA
Darrell N. Burrell, Florida Institute of Technology, USA
Kim L. Brown-Jackson, National Graduate School of Quality Management, USA
Dustin Bessette, National Graduate School of Quality Management, USA
Shanel Lu, National Graduate School of Quality Management, USA

Learningmanagementsystems(LMSs)aresignificantinofferinghighlycollaborative,widelyaccessible,
andmanageablelearningsolutions.Itisfeasiblethatlearningsolutionsstakeholderspursueanin-depth
understandingoftheLMSandthevulnerabilitiessurroundingtechnology-enabledlearningandteaching.
Theover300typesofactiveLMSs,proprietaryoropensource,arenotofflimitstohackers.Pastresearch
showsthathackerscompromisetechnologysystemstoascertainpersonalidentifiableinformationand
interferewiththeintegritiesofpost-secondaryinstitutions.Stakeholdersmustunderstandhowtosafeguard
theLMS.ToaddressLMScybercrimeconcerns,thistextreviewsvulnerabilityinformationonover12
LMSfeatures.Afterreadingthistext,stakeholderswillgainincreasedinsightintotheirworkstothwart
securityrelatedLMSincidents.Thistextcansupportstakeholders’knowledgeinactionstotakeprior
totheLMSreachingunacceptablevulnerabilitylevels.Researchersandpractitionerswillbenefitfrom
thistext’sperspectiveontheLMSandmitigatingrisk.
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Thistextisanon-goingstudytoprovidecurrentinformationregardingdevelopingunderrepresented
studentpopulationsthroughSTEMspecificCharterschoolstofulfillpipelineshortages.Currentfindings
showthatAfricanAmericansareunderrepresentedinhighpayingScience,Technology,Engineering,and
Mathematics(STEM)fields,especiallyincybersecurity.TheU.S.pipelineofminoritystudentsstudying
STEMfallsshortinproducingthenextgenerationofcybersecurityprofessionals;thus,asalientneed
existstodesign,pilot,andtestaprogramtogrowtheminoritystudentpipelineinthecybersecurityfield.
Thecharterschoolmovementisoneofthefastestgrowingeducationreformswiththeabilitytomakea
dramaticimpactintheU.S.andinternationally.Becausecharterschoolsoftenorganizearoundamission,
theme,orcurricularandenjoyfreedoms,inorganizationalstructure,mission,andacademicprogram,
withallheldtohighstandards,thistextproposescybersecuritycharterschoolstofilltechnologyvoids.
Thisorganizational structure,mission, andacademicprogramming,will enable students tobecome
immersedinhands-on,realworldapplicationsallowingforexperientiallearning,whichcandevelop
studentswithcybersecurityexpertise,technicalknowledge,andskills,andcompetenciesneededtotake
andpasscybersecurityandinformationsecurityrelatedcertificationassessments.
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Asaregionthatisrapidlydevelopingitstechnologybase,Sub-SaharanAfricaisexperiencingmanyof
theissuesassociatedwiththebenefitsofcybertechnologyaswellasitsmanynegativesides.Thispaper
discussesmobileandinternettechnologiescurrentlybeingutilizedinSub-SaharanAfricaaswellas
someofthemajorcybersecurityconcernsthreateningnetworksintheregionthatareassociatedwiththe
neweconomicgrowthontheAfricancontinent.Suchtopicswillincludeaviableincreasedawareness
ofnews,historicalevents,andrecentgatheringsofinformationonthismaintopic.
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