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Unit 5: Applications and NATs
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World Wide Web (HTTP)
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Internet

Client Server

request

response
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HTTP Request Format
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method URL version ��

header field name value ��

header field name value ��

��

request

headers

body

blank line
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HTTP Response
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version status code phrase ��

header field name value ��

header field name value ��

��

status

headers

body

blank line
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Domain Name System (DNS)
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Parsing a URL
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http://cs144.scs.stanford.edu/labs/sc.html

Application protocol 
and port Host File
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Parsing a URL

9

http://171.66.3.9/labs/sc.html

Application protocol 
and port Host File
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Domain Name System

• Map names to addresses (more generally, values)

• Must be able to handle huge number of records

• Must have distributed control: people can control their own names

• Must be robust to individual node failures
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Domain Name System Design

• Two properties make DNS design feasible
▶ Read-only or read-mostly database: hosts look up names much more often than 

update them
▶ Loose consistency: changes can take a little while to propagate

• Two properties allow extensive caching
▶ Look up a name, keep result for a long time
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DNS Name Architecture
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edu com org us fr cn

stanford berkeley cisco google ietf acm yahoo lemonde baidu

cs www cs

www

maps
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DNS Servers

• Hierarchical zones (“root” zone, edu, stanford, scs)

• Each zone can be separately administered

• Each zone served from several replicated servers

• Root zone: 13 servers, highly replicated (a, b, c, ... m)
▶ Bootstrap: root server IPs are stored in a file on name server
▶ Replicated through anycast (discussed later in course)
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DNS Root Servers

14 http://en.wikipedia.org/wiki/File:Root-current.svg
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A DNS Query
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root
.

top level domain (TLD)
.com, .edu, .cn, .de

domain
stanford.edu, baidu.cn

resolver

client

www.stanford.edu?

Internet

• Two types of queries
▶ Recursive
▶ Non-recursive
▶ Specified by bit in query

• UDP port 53
▶ 512 byte message limit

• Can use TCP port 53
▶ Prefix messages with 

16-bit length field
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A Repeated DNS Query
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A Repeated DNS Query

22

root
.

top level domain (TLD)
.com, .edu, .cn, .de

domain
stanford.edu, baidu.cn

resolver

client

www.stanford.edu?

Internet

• Two types of queries
▶ Recursive
▶ Non-recursive
▶ Specified by bit in query

• UDP port 53
▶ 512 byte message limit

• Can use TCP port 53
▶ Prefix messages with 

16-bit length field



CS144, Stanford University

A Repeated DNS Query
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cached
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Resource Records

• All DNS information represented in Resource Records (RRs):

▶ name: domain name (e.g., www.stanford.edu)
▶ TTL: time to live (in seconds)
▶ class: for extensibility, usually IN 1 (Internet)
▶ type: type of the record
▶ rdata: resource data dependent on type

• Two critical RR types: A (IPv4 address) and NS (name server) records

• dig tool

24

name [TTL] [class] type rdata
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DNS Message Structure (RFC1035)
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Header

Question

Answer

Authority

Additional

Empty in queries
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DNS Header Structure (RFC1035)
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Header

Question

Answer

Authority

Additional

ID

QR OPCODE AA TC RD RA Z RCODE

QDCOUNT

ANCOUNT

NSCOUNT

ARCOUNT

16 bits

• QR: 0=query, 1=response

• OPCODE: 0=standard query

• RCODE: error code

• Flags
▶ AA: authoritative answer
▶ TC: truncated  
▶ RD: recursion desired
▶ RA: recursion available
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• NAME: DNS name

• TYPE: 1=A, 2=NS, ...

• CLASS: 1=Internet

• TTL: time to live (sec)

• RDLENGTH: length of RDATA

• RDATA: record data

DNS RR Structure (RFC1035)

27

Header

Question

Answer

Authority

Additional

NAME

TYPE

CLASS

TTL

RDLENGTH

RDATA

16 bits
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DNS Name Compression

• Names can be long and repeated several times in a packet
▶ Query/answer
▶ NS record/A record

• Break names into labels: www.stanford.edu is www, stanford, and edu

• Each label is encoded as length, text: 3www, 8stanford, 3edu
▶ Length is binary
▶ Text is ASCII: 3www is 0x0377 0x7777

• If length >= 192, next 14 bits specifies offset in packet of name
▶ 0xc00c means name is at offset 0xc00c-0xc000 = 0x0c = 12

28
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DNS A Record
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Header

Question

Answer

Authority

Additional

market.scs.stanford.edu (maybe compressed)

1 (A)

1 (IN)

3600

4

0xab 0x42 0x03 0x0a

16 bits
market.scs.stanford.edu. 3600IN A 171.66.3.10
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DNS NS Record
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Header

Question

Answer

Authority

Additional

scs.stanford.edu (compressed)

2 (NS)

1 (IN)

3600

10

mission.scs.stanford.edu (scs.stanford.edu compressed)

16 bits
scs.stanford.edu. 3600 IN NS 

mission.scs.stanford.edu
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A DNS Query
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Dyn Attack

• Several major sites taken offline for east coast last Friday morning
▶ Dyn is a DNS provider: clients couldn’t query Dyn for A records 

• “Drew says the attack consisted mainly of TCP SYN floods aimed directly 
at against port 53 of Dyn’s DNS servers, but also a prepend attack, which 
is also called a subdomain attack. That’s when attackers send DNS requests 
to a server for a domain for which they know the target is authoritative. 
But they tack onto the front of the domain name random prepends or 
subnet designations. The server won’t have these in its cache so will have 
to look them up, sapping computational resources and effectively 
preventing the server from handling legitimate traffic, he says.”

32

http://www.networkworld.com/article/3134057/security/how-the-dyn-ddos-attack-unfolded.html
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171.64.15.55 157.166.226.26

Internet

Network Address Translator (NAT) 
RFC1631
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NAT Example

10.1.1.9

NAT
(128.34.22.8)

NAT
(76.18.117.20)

10.0.0.101

A B

18.181.0.31

S

sshd (22)

78.18.117.20

10.1.1.1

128.34.22.8

10.0.0.1
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NAT Benefits and Complications

• Benefits
▶ Can use private addresses: there are only 232 IP addresses
▶ Firewalls for security

• Complications
▶ Breaks end-to-end (node does not know its external IP)
▶ Node might not even know if it’s behind a NAT 
▶ Incoming connections break easily
▶ NAT must be aware of transport layer

• RFC 4787/BCP 127 defines recommended behavior

35
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NAT Example

10.1.1.9

NAT
(128.34.22.8)

NAT
(76.18.117.20)

10.0.0.101

A B

18.181.0.31

S

sshd (22)

78.18.117.20

10.1.1.1

128.34.22.8

10.0.0.1
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Two Questions

• What packets does a NAT allow to traverse mappings? 

• How and when does a NAT assign mappings?

• NAT terminology/classification in RFC3489

37
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Full Cone NAT

NAT
(128.34.22.8)

10.0.0.101

A
18.181.0.31

S

10.0.0.101

4512

18.181.0.31

10.0.0.101

80 4512

18.181.0.31

128.34.22.8

80 6641

128.34.22.8

6641
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Restricted Cone NAT

NAT
(128.34.22.8)

10.0.0.101

A
18.181.0.31

S

18.181.0.31

10.0.0.101

80 4512

18.181.0.31

128.34.22.8

80 6641

10.0.0.101

4512

18.181.0.31
128.34.22.8

6641
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Port Restricted NAT

NAT
(128.34.22.8)

10.0.0.101

A
18.181.0.31

S

10.0.0.101

4512

18.181.0.31

128.34.22.8

80 6641

18.181.0.31

10.0.0.101

80 4512

18.181.0.31
128.34.22.8

80 6641
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Symmetric NAT

NAT
(128.34.22.8)

10.0.0.101

A

18.181.0.31

S10.0.0.101

4512

18.181.0.31

10.0.0.101

3311 4512

18.181.0.31
128.34.22.8

3311 6641

18.181.0.32

S’18.181.0.32
128.34.22.8

3311 9821

10.0.0.101

4512
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Applications: Incoming Connections

NAT
(128.34.22.8)

10.0.0.101

A
18.181.0.31

S

10.0.0.101

4512

18.181.0.31

10.0.0.101

80 4512

18.181.0.31

128.34.22.8

80 6641

128.34.22.8

6641

18.181.0.32

B

sshd
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Connection Reversal

10.0.0.101

A
192.168.2.5

B

18.181.0.31

R

NAT

43



CS144, Stanford University

Connection Reversal

10.0.0.101

A
192.168.2.5

B

18.181.0.31

R

NAT
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Connection Reversal

10.0.0.101

A
192.168.2.5

B

18.181.0.31

R

NAT

45

open a connection to me!
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Connection Reversal

10.0.0.101

A
192.168.2.5

B

18.181.0.31

R

NAT
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open a connection to me!
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Relays

10.0.0.101

A
192.168.2.5

B

18.181.0.31

R

NAT NAT
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Transport: No New Transport!

NAT
(128.34.22.8)

10.0.0.101

A
18.181.0.31

S

10.0.0.101

4512

18.181.0.31

10.0.0.101

80 4512

18.181.0.31

128.34.22.8

80 6641

128.34.22.8

6641
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NAT Debate

• Tremendously useful
▶ Reuse addresses
▶ Security (not opening connections can be good!)

• Tremendously painful
▶ Large complication to application development
▶ Speak Freely (pre-Skype VoIP!)

• Debate interesting but pointless: NATs are here to stay

49
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The New Hourglass

IP

ICMP TCP UDP

Link and Below

Session and Above
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